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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with 
their children, should they feel it is needed. This guide focuses on one platform of many which we  believe trusted adults should be aware of. Please visit 

www.nationalonlinesafety.com for further guides, hints and tips for adults.

 

‘Apps’ are designed to run on certain devices and are written for a 
specific operating system, such as Apple iOS, Windows, or Android. 

The official store for the Apple iOS operating system is known as the 
‘App Store’ and it’s where you can browse and download more than 

2 million apps and games to use on the iPad, iPhone, iPod Touch and 
other Apple devices. When your children are using the app store, 

you need to be aware of the risks...

What parents need to know about

THE APP STORE
LOOKALIKE APPS
Some developers release apps that 
copy the functionality, user interface 
and even product names and 
branding of popular apps, in an 
attempt to trick unsuspecting users to 
install them. By downloading an app 
from an unknown developer, your 
child could find their device 
compromised. Experts warn that 
through app permissions, hackers can 
potentially take photos using the 
camera and access media remotely, 
track your child’s location, record any 
passwords they enter for other 
accounts, and send text messages 
from phones.

IS YOUR CHILD 13+?
To download and buy apps from the App Store, your child 

will need an Apple ID. If they have used other Apple services, 
such as iCloud, they can sign into the App Store with the 

same Apple ID. If they are aged 13 and under, they cannot 
sign up for an Apple ID on their own, but an adult can create 

an Apple ID for a child. 

INAPP PURCHASES
Apps are either free, paid-for or free with in-app purchases. 
In-app purchases are optional transactions that can unlock 
extra functionality, virtual goods or unique content. Unless 

you change the settings, once your child has entered a 
password to make an in-app purchase, they can make 

additional purchases for 15 minutes without re-entering a 
password. This makes it extremely easy for children to 

accidentally run up huge bills.

INAPPROPRIATE APPS
Some apps and games have content that is unsuitable for 
younger children – even the most popular or innocuous 

looking apps may feature adult-themed content, violence or 
cruelty to other people or animals, unmoderated chat, 

pornographic or sexual content.

THIRDPARTY APP STORES
Because the official Apple App Store has a very stringent 

policy about what apps it approves, children may look 
elsewhere for apps and games they’ve heard about from 
friends. As well as the Apple App Store for iOS, there are 

hundreds of other third-party app stores, but the danger is 
they may not apply the same level of scrutiny toward the 

apps they allow to be listed. There’s a higher chance of apps 
that infect devices with malicious codes or put user privacy at 

risk by extracting sensitive information.

 
 

RESTRICT INAPP PURCHASES
You can restrict your child’s ability to make in-app purchases. 

On an iOS device, open Settings, tap General and then 
Restrictions. Tap ‘Enable Restrictions’. You can put a limitation 
that requires a password every time there is a purchase made 

in the App Store or iTunes Store.

BROWSE APPS BY AGE
To find apps and games that are right for your children, 

check the age ratings. On an iPhone or iPod Touch, this can 
be found in the information section on an app’s product 

page, and on an iPad or desktop, the age range is near the 
Buy button. On the Kids page, you can find apps for age 

ranges, including 5 and under, 6 to 8, and 9 to 11.

AVOID OTHER APP STORES
Put a rule in place that your child can only use the official App 
Store to download apps and games. Explain why it is wise to 
only install applications from a trusted source to ensure their 

device is not affected by security issues or virus attacks.

HOW TO KNOW AN APP IS 
SAFE TO INSTALL

Advise your child that just because they’re downloading an 
app from an official store, it doesn’t make it safe. Fake or 
copycat apps will often include misspelt words and poor 

grammar, so always read the app description, and double 
check the developer name and title for warning signs. Be wary 

of apps that come with a long list of permission requests. 
Check the app’s reviews and ratings – one star, one-line reviews 

complaining that an app didn’t work on a certain device, or 
that there was a billing issue, is not a good indication.

SPOT FAKE REVIEWS 
When checking the customer reviews within the app store, 

make sure they aren’t vague and generic, or overly effusive, as 
some developers will try to manipulate their apps’ positions by 

posting fake ratings and reviews. Check the number of 
downloads the app claims to have – the higher the number, the 

more likely it is to be safe. Your child can also check on a 
company’s website to see if the app is available on there.

Top Tips for Parents

SOURCES:https://www.engadget.com/2017/12/18/fake-cuphead-itunes/ & 
https://mashable.com/2017/11/06/fake-whatsapp-app-google-play-store-android/?europe=true

CREATE YOUR CHILD’S ACCOUNT
You can create an Apple ID for a child under 13 and add 

them to your family group to keep an eye on their activity. 
Go to Settings > [your name] > Family Sharing > Add Family 
Member > Create a Child Account > Next. Enter your child's 

birthday and tap Next. Review the Parent Privacy Disclosure 
and tap Agree. With Family Sharing, you can add up to six 
family members to share App Store purchases, as well as 

iTunes and Apple Books.

SWITCH ON ‘ASK TO BUY’
If you have a child that is over 13 years of age and has their 
own Apple account, make sure that you only allow them to 

make purchases with gift cards. You can also activate the 
‘Ask to Buy’ feature if you are using Family Sharing, so that 

whenever a family member who isn’t an adult initiates a 
new purchase, a request goes to the account organiser. You 

can also limit what content your child can access on the 
devices they use.
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